Assault at the Main School Entryway

with Classes in Session

The animated scenario in “The Process” considers the intrusion of an assailant through the
school’s primary entryway while classes are in session. Most of the students are in the
classrooms or participating in activities in other areas of the building (such as in the gymnasium).
The main objective in selecting protective measures is embodied in Before The Next Tragedy:
Preventing Harm in School Shooting Scenarios, principle 1, “Prevent Harm.”

In this scenario, the assailant is considered to have the following advantages:

e Surprise

e Weapons

e Knowledge of the school layout and school schedules

e Unlocked doors, unfettered access, forced entry into the school
e Occupant fear, hysteria, and confusion

Anything that would defeat or hinder the assailant becomes a potential protective measure for
protecting occupants.

The assailant is considered to have one or more of the following disadvantages:

e Exhibiting abnormal behavior and/or unusual or uncharacteristic attire (concealed weapons
and ammunition in backpacks or duffle bags might be a red flag to observers; however, well-
concealed articles can also draw attention from staff or students)

e Entering or breaking into the school through locked access areas when classes are in session

e Having previous interactions with fellow students and/or guidance counselors where the
potential assailant shared their intentions toward violence

e Drawing suspicion through previous interactions on social media, being identified as a
person of concern, or inspiring hotline activity

e Having past run-ins with law enforcement

e Being on a threat assessment watch list

Once any unusual or threatening behavior or uncharacteristic attire is observed, school
authorities or law enforcement can be notified, allowing them to intervene before a weapon is
discharged. By taking action on these observations, the occupant(s) in the area create an
advantage for themselves. Once the assailant discharges a weapon, their movements can be
tracked more readily, but this situation becomes a dire disadvantage to the occupant(s) nearby.
Protective measures are deployed to create situations that advantage building occupants. Before
an assault begins, school occupants in proximity to the assailant are considered to have the
following advantages:

e Observations of any uncharacteristic attire
e Observations of any unusual or threatening behavior
e Ability to inform staff, take shelter, or flee the area
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Occupants not in the line of sight (remote to) the assailant may have the following
disadvantages:

No knowledge that an assault is taking place

Fear, hysteria, and confusion once aware of an attack
No knowledge of the assailant’s location

No awareness of a safe egress route

In addition to their presence being unknown to the assailant, remote occupants are considered to
have the following advantages:

e Time to benefit from evacuation
e Ability to benefit from other deployed protective (isolation) measures

First Layer of Protection: Individual Threat Assessment and Intervention

Individual threat assessment evaluates if someone’s past behavior could result in a planned
school attack. This important task is assigned to experts and enforcement officials. In this
scenario, the development of the individual threat assessment and intervention protective
measure follows the methodology in Before The Next Tragedy: Preventing Harm in School
Shooting Scenarios, section 2.3.1, “The Anatomy of a Protective Measure.” Through the
development of functional requirements, performance criteria, and performance evaluations, the
desired outcome is that the threat assessment process produces a reliable predictor of a violent
assault.

Individual threat assessment determines the level of danger an individual may pose and
establishes a legal basis to intervene to prevent an incident. It evaluates risk by assuming
consequences could be fatal and must be avoided. The likelihood of an assault threat being
carried out is evaluated using psychological profiles from previous violent incidents, whether
those incidents were carried out, discovered, or prevented.

The U.S. Secret Service regularly conducts threat assessments for addressing targeted school
violence. The threat assessment, while not infallible, is the first line of defense for a premeditated
attack. Using over 20 years of research, the U.S. Secret Service Threat Assessment Center has
conclusively found that perpetrators display observable behaviors as they escalate toward
violence.

The threat assessment may assign threat levels and thresholds to initiate preemptive investigation
of an individual who matches a profile. Interaction with the local courts may also be necessary to
seek additional information in determining the threat potential. Successful execution of this
protective measure prevents the assault.
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Second Layer of Protection: Building Entry Control

A second layer of protection is prescribed under the assumption that the first protective layer
may fail. Limiting building access, as it pertains to this scenario, minimizes building entry
locations (by limiting the number of open doors) and allows building access only through
monitored doors and only to those individuals who are approved to enter the school when classes
are in session.

Multiple entry/exit doors exist in any facility to provide for evacuation in the event of a fire.
While the main entry point(s) are designed for the entry/exit of larger numbers of individuals,
other portals are available as exit points. Any portal, regardless of design intent, creates the
opportunity for individuals or equipment to enter the building.

Limiting the number of building entry points ensures that any individuals wanting access to the
school are either adequately screened before they enter or prevented from entering. Detecting an
unauthorized individual with an intent to harm is critical to managing risk to occupants.

To avoid detection, an assailant may seek entry through any means available. Therefore, building
entry control is combined with the capability to monitor doorways for authorized and
unauthorized entry (breach) and the capability to notify school authorities of an unauthorized

entry.

Locked doors are defeated if an individual inside the building opens the door for the assailant or
if someone props the door open in some manner for innocent reasons. Thus, controls are
necessary to address unauthorized access. The development of the building entry control
protective measure follows the methodology in Before The Next Tragedy: Preventing Harm in
School Shooting Scenarios, section 2.3.1, “The Anatomy of a Protective Measure.”

Third Layer of Protection: Intruder Detection and Intervention

A third layer of protection is prescribed under the assumption that the first and second protective
layers may fail in some cases to protect against human or equipment failures in the first and
second layers.

The second layer, building entry control, fails when an intruder intending to inflict harm
intentionally breaches the building entry boundary. A breach is defined as an unauthorized entry
into the school.

Such an occurrence might result from an unlocked entry door, an equipment failure, an
unmanned access door, or an intruder-forced breach and entry. Any person entering the building
without authorization is presumed to be an intruder and is challenged. The person requesting
building access must have a valid reason for entry.
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If harm is to be prevented, critical information related to the intruder breach, location, and
routing must be ascertained by the intruder detection system and be made available to enable a
preplanned response. This response, depending on the situation, could include physical
intervention (Before The Next Tragedy: Preventing Harm in School Shooting Scenarios, Table
4.1, “Example intruder response matrix.” The intervention would include direct engagement by
the School Resource Officer (SRO) or other local first responder and the protection of building
occupants.

Intruder detection requires collecting information regarding the nature of the breach and
determining intent. The information of interest can be collected through electronic means, such
as through visual observation using staged video cameras at entryways, or through manual
reporting methods, such as people in the building initiating warnings or alerts of an unusual
behavior or a threatening encounter.

The value of the latter method cannot be overestimated; experience has shown that, in most
cases, assaults have been communicated in some manner before an attack begins. In 94% of
cases, the potential assailant shared their intentions about carrying out an attack. This has
included verbal statements, electronic messaging, and online posts.

SROs can be uniformed or undercover. SROs provide a level of security by freely roaming the
campus and interacting with the student body. The most important role of the SRO is to be
capable of providing immediate intervention.

As noted in Before The Next Tragedy: Preventing Harm in School Shooting Scenarios, section
2.3.2, “School Resource Officer as a Protective Measure,” the criteria for SRO staffing should be
based more on response time and the ability to rapidly engage the intruder, rather than on
campus size or student enrollment.

The SRO becomes the local first responder once notified of the presence of a potential assailant.
School staff may also serve as first responders if they are properly trained, certified, and
furnished with adequate response equipment. Law enforcement may be able to provide
occasional local presence as a deterrent, but, in general, law enforcement is not available until
after an assault begins.

Minimizing the notification time of an intruder breach and providing the SRO with real-time data
is critical in preventing casualties. Therefore, the intruder detection and intervention protective
measure is designed to provide this notification and data stream to ensure a rapid response to a
potential incident.

Fourth Layer of Protection: Emergency Actions

A fourth layer of protection is prescribed under the assumption that the first three protective
layers may fail in some cases. Failure to prevent entry of an individual following a confirmed
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threat or act of aggression, or failure to effectively engage and apprehend the intruder at or near
the entry location, requires emergency actions.

Such actions are determined proactively by studying the possible paths of an armed intruder
within the building. Therefore, the emergency actions taken are (1) preplanned, (2) facilitated by
building design, and (3) routinely drilled by occupants (like fire drills). Emergency actions might
include activation of a unique alarm that sounds distinctly different from the fire alarm.
However, like a fire alarm pull station, the emergency action alarm can be activated by any
building occupant (student, teacher, administrative staff, or visitor). Emergency actions work to
protect all occupants, regardless of their proximity to danger.

For illustrative purposes, the protective measures described above are superimposed on the
generic school layout in Before The Next Tragedy: Preventing Harm in School Shooting
Scenarios, figure 4.2, “Protective measures in assault scenario—example.” Figures 4.3—4.5 show
selected screenshots of the active shooter animation showing a depiction of emergency response
in action.

School Layout with Protective Measures in Place

The above example provides some insights into how protective measures might be deployed to
prevent casualties in the assault scenario. The information presented here must not be taken as a
recommendation for addressing an actual scenario. Only one scenario has been presented here.

The layers of protection are discussed in Before The Next Tragedy: Preventing Harm in School
Shooting Scenarios, section 2.3.3 and depicted in James Reason’s Swiss cheese model (shown in
figure 4.1). Four layers were featured in the assault scenario.

The assailant enters the school from the main entrance when classes are in session and moves
throughout the school:

Any one of these layers, if successful in either stopping the assailant or mitigating direct
encounters, would be capable of preventing harm to the occupants. Limiting building access
restricts entry to only those individuals who are authorized to enter the school. Locked outside
doors would also delay entry by the intruder, even if the doors are forcefully breached. The third
protective layer might be a well-designed intruder detection system, such as video monitoring
and door ajar sensors, indicating entry location to notify the SRO (Before The Next Tragedy:
Preventing Harm in School Shooting Scenarios, figures 4.2, 4.3, and 4.5).

Any measure that detects the assault and delays it puts the assailant at a disadvantage and puts
the occupants at an advantage. Building design features aid in emergency egress.

In the protected building design, classrooms and offices within a school contain a minimum of
two points of entry and exit. Typically, one of the exit pathways is through a door to an adjoining
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room or out of the building through a window fire escape, and the other leads to the corridor. The
response to the Code Red emergency minimizes egress to a corridor.

To increase occupant safety once they exit the building, barriers are placed around the school in
proximity to the building to allow for quick access during the evacuation (Before The Next
Tragedy: Preventing Harm in School Shooting Scenarios, figure 4.4). These barriers are
sufficiently removed from the shooter’s line of sight. Barriers made of concrete or comparable
material provide bulletproof protection.

The points of exit from a classroom and these protective barriers are passive preventive measures
requiring minimal maintenance. They are preventive in the sense that they allow building
occupants to remove themselves from direct contact with the shooter.

Intruder detection, such as monitoring by using staged cameras or door alarms, is an active
mitigative measure that will require regular testing and maintenance to ensure the safety function
is met under incident conditions. None of these protective measures would tend to be disruptive
or distractive from a positive academic environment.

These measures reduce the advantage of the shooter, delay incidents of harm, and allow more
time for on-site first responders to neutralize the assailant.

To assist in selecting safety features for building design, simulations of active shooter scenarios,
with and without protective measures, are valuable in providing a visual assessment of deployed
protective measures.
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